
Chapter 2: Organizational Structure and Responsibilities
This template provides you with the framework for Chapter 2: Organizational Structure and Responsibilities

2.1
Purpose and Importance
The delegation of strategic trade control functions to the appropriate personnel in your enterprise is essential to ensuring that all the components of the Internal Compliance Program (ICP) are executed properly. The purpose of this element is to ensure that all compliance-related functions, duties, and responsibilities in your enterprise are clearly defined, identified, and assigned; that the relevant positions and incumbents are known throughout the organization; and that there are internal records of these assignments that are routinely updated and distributed to employees. 

[Add information here.]

2.2
Policy for Identification of Personnel Responsible for STC Compliance
This element identifies those persons responsible for performing each function required by this Internal Compliance Program and the backup persons responsible in their absence. In so doing, [insert the name of your enterprise here] prevents the neglect of responsibilities that could lead to violations of the policy and procedures of the Internal Compliance Program and the laws and regulations in place in [insert the name of your country here]. The [insert the name of your country here] organizational chart defines the [Chief Compliance Officer] as the primary person responsible for ensuring compliance with the Internal Compliance Program and all applicable strategic trade control requirements. The [Chief Compliance Officer] may assign duties to other personnel who will report directly to him/her. The ICP Implementation Aids section of the ICP Guide contains a template to assist your enterprise in creating an organizational chart. [Add information here.]
Note: The size and location of your business will largely dictate the structure of your enterprise’s compliance functions. Small and medium-sized enterprises (SMEs) tend to centralize the responsibilities for STC compliance in one or a few individuals. This may necessitate creating an STC Compliance Committee, or simply tasking a single individual with overall responsibility for STC compliance within the organization (commonly referred to as a Chief Compliance Officer). CCOs are often supported by Trade Compliance Officers (TCO) / Trade Compliance Managers (TCM) and other personnel. 
For larger enterprises, it may be appropriate to establish multiple compliance organizations – with an ICP Office that is responsible for day-to-day compliance, and another unit that is responsible for supervising the activities of the ICP Office and developing and maintaining the enterprise’s compliance policies. For MNCs, it may be appropriate to create separate ICP offices or designate specific compliance personnel (Trade Compliance Officers (TCO) or Managers (TCM)) for each subsidiary, business unit, or affiliate. 

2.3
Sample Organizational Chart and Contact List
[In this section you may choose to fill in the blue bracketed items to customize the examples for your enterprise]


[Insert your enterprise name here] Organizational Chart

[Add information about your enterprise’s organizational chart here]
[Note: The ICP Implementation Aids section of the ICP Guide contains a template to assist your enterprise in creating the organizational chart]. 
[Insert a schematic or diagram of your enterprise organizational chart here]. 

A copy of [insert the name of your enterprise here]’s organizational chart will be distributed with the STC compliance policy statement and it will be periodically updated to account for changes to the organizational hierarchy and re-distributed to all concerned parties.
To effectively implement [insert your enterprise name here]’s ICP, the following chain-of-command is established (see table below) to handle all the required functional areas. [Note: Your enterprise can add a description of why each of these functional areas is important, how the job will be reflected in a performance review, and how this job could enhance the employee’s promotion potential.]
[Insert your enterprise name here] STC Compliance Contact List
	Key Person and Title
	Phone, fax, email
	Compliance Function(s)
	Backup person's name, phone, fax, email

	[Insert the name of the Chief Compliance Officer (CCO)]
	[Insert telephone number(s) and email address]
	Oversees all STC compliance related functions

[Add additional responsibilities]
	[Insert the name and title of backup/secondary person] 
[Insert the telephone number and email address of the backup person]

	[Insert the name of the Chief Order Processor]
	[Insert telephone number(s) and email address]
	Reviews all orders, end-users and end-uses

[Add additional responsibilities]
	[Insert the name and title of backup/secondary person] 

[Insert the telephone number and email address of the backup person]

	[Insert the name of  Senior Engineer]
	[Insert telephone number(s) and email address]
	Chief engineer responsible for technical classification

[Add additional responsibilities]
	[Insert the name and title of backup/secondary person] 

[Insert the telephone number and email address of the backup person]msb@company.com

	[Insert the name of the auditor]
	Insert telephone number(s) and email address]
	Conducts internal reviews of the ICP

[Add additional responsibilities]
	[Insert the name and title of backup/secondary person] 

[Insert the telephone number and email address of the backup person]

	Add other relevant compliance positions here
	
	
	



Your enterprise may have delegated responsibility of these tasks to personnel other than the ones mentioned here. This section should be customized to reflect your enterprise’s particular job descriptions and titles. Move the bulleted items to the appropriate job description/title. However, do not delete any of the bulleted items as they are all tasks that must be performed to ensure that you are running a comprehensive and effective ICP.
2.4
Responsibilities of the Chief Compliance Officer
[Note: Please keep in mind that senior management and/or the CCO can delegate some of these responsibilities to other officials within the enterprise (such as a Trade Compliance Manager or Officer), when deemed necessary or appropriate. The CCO can also be supported by the establishment of a STC Compliance Office, a Compliance Committee (usually staffed by management or department heads), and/or by Trade Compliance Officers / Managers (TCMs or TCOs) within each department or at each business unit.]
Trade Compliance Committee: 
Director: [Chief Compliance Officer] 

Members: [insert names, positions, and contact information of committee members]

· [insert authorities and responsibilities here]
Trade Control Office:
Membership: [Insert the names, position, and contact information of all members]
Secretariat: [insert the name and position or department of the Secretariat]
· [insert authorities and responsibilities here]
[Note: If your enterprise does not intend to form a Trade Compliance Committee and/or Trade Compliance Office, the above text should be deleted.]
Name of Chief Compliance Officer (CCO): [insert CCO name here]
Contact information: [insert address, phone, fax e-mail, etc. here]
· Monitor STC laws and regulations, and any relevant regulatory changes that might impact [insert your enterprise name here]. 

· Assign personnel in charge of various STC compliance functions and responsibilities.

· Oversee implementation of the ICP, including direction and communication with various business units or other empowered compliance officials, to ensure [insert your enterprise name here] is abiding by all applicable STC laws and regulations.

· Provide guidance and direction to the board of directors, senior management, and employees on STC compliance-related issues.
· Advise and direct back-up personnel when they are required to temporarily perform the functions of empowered compliance officials that are absent.

· Ensure that all transactions involving foreign entities are conducted in accordance with established procedures and proper transaction screening and shipment control measures are undertaken as outlined in this Internal Compliance Program (See Chapters 3 and 4).
· Screen all orders, requests for quotes, and other transactions against the latest restricted parties list [insert names of any restricted parties list(s) screened against] and the Restricted Party Screening Tool (RPST) (see Chapter 3 – Party Screening).
· Determine whether transactions are prohibited and what export licenses are required for each transaction and grant ultimate approval for business transactions involving controlled items (see Chapter 3).
· Identifying STC compliance risks and enterprise vulnerabilities and developing plans to monitor and address them.
· Maintain all records in accordance with the recordkeeping policies outlined in Chapter 7 of this manual

· Oversee the day-to-day operations of the Internal Compliance Program for all international orders and ensure that all required functions are maintained and updated.
· Maintain appropriate government contacts and serve as the principal point of contact (POC) tasked with responding to STC queries or information requests from the national authorities.
· Establish and administer a training program to keep all relevant personnel informed of the policies and procedures of the Internal Compliance Program (see Chapter 6).

· Ensure that all products are correctly classified (when appropriate) for strategic trade control purposes (see Chapter 3 – Item Classification and Screening)
· Establish, manage, and coordinate an audit/internal review program to ensure compliance with all relevant strategic trade control laws and regulations (see Chapter 5).
· Receive reports of non-compliance and respond to internal inquiries related to STC compliance or the ICP. [Note: Responses are often coordinated with the legal department, management, and/or other empowered compliance officials.]
· Investigate potential and proven acts of non-compliance and implementing any necessary corrective actions. 
· Periodic revision of the ICP or operational procedures in response to audit findings, changes in the needs of the enterprise, or in STC laws, policies, and procedures. 
· [insert job responsibilities here]
· [insert job responsibilities here]
· [insert job responsibilities here]
· [insert job responsibilities here]
· [insert job responsibilities here]
2.5
Responsibilities of the Trade Compliance Officer or Manager 

Name of Trade Compliance Officer or Manager (TCO/TCM): [insert names of TCOs/TCMs across your enterprise here]
Contact information: [insert address, phone, fax e-mail, etc. here of each TCO/TCM]
· Maintain primary responsibility for all STC compliance requirements applicable to that specific business unit 
· Oversight of the day to day operation of the ICP
· Responsibility for applying for STC licenses. 
· Provide authorization or written confirmation prior to the export or transfer of any item to another country. 
· To halt a transaction if and when there is non-compliance concerns. 
· Serve as the primary internal (within [insert the name of your enterprise]) and external (towards the [insert the name of the national licensing authorities in your country]) point of contact for STC compliance-related issues 
· [insert job responsibilities here]
· [insert job responsibilities here]
· [insert job responsibilities here]
[Note: The CCO may delegate some of their responsibilities to Trade Compliance Officers/Managers, when deemed necessary or appropriate. Your enterprise should ensure that there is a clear delineation of all compliance-related duties and responsibilities and each has been assigned to the appropriate empowered compliance official. It is important to make certain that there are not overlapping responsibilities between the CCO, TCOs/TCMs, and others.]

2.6
Responsibilities of the Lead Engineer

Name of Lead Engineer: [insert Lead engineer name here]
Contact information: [insert address, phone, fax e-mail, etc here]

· Classify all products and services in accordance with the National Control List.

· Report all product classification problems to the Chief Compliance Officer. (CCO)
· Ensure new products are classified in a timely fashion and remove old products from the classification inventory.

· Inform external consultants and contractors of Internal Compliance Program policies and procedures.

· Provide consulting services as requested by the CCO.

· Available on an as-needed basis to provide technical expertise on specific products and their technical capabilities. 
· [insert job responsibilities here]
· [insert job responsibilities here]
· [insert job responsibilities here]
2.7
Responsibilities of the [insert Job title here]

Name of [insert job title here]: [insert name here]
Contact information: [insert address, phone, fax e-mail, etc here]

· [Insert job responsibilities here]
· [insert job responsibilities here]

· [insert job responsibilities here]

· [insert job responsibilities here]

· [insert job responsibilities here]
Continue adding Job titles, contact information and job responsibilities for all personnel with STC compliance-related job functions. This list should also include any consultants who work with your enterprise (including freight forwarders and brokers).
[Please delete the Table below after drafting your enterprise’s compliance position descriptions.]
	Possible STC Compliance Functions in Your Enterprise


	DEPARTMENT
	STC COMPLIANCE FUNCTION

	Sales 
	Customer screening, end-use screening

	Sensitive Commodities and Countries Export Tracking Manager: 
	Employee responsible for classifying sensitive products, overseeing, and tracking all enterprise exports of sensitive, high-risk commodities and/or to high risk destinations. This would include tracking compliance with all requisite license parameters and conditions.

	Legal Counsel:
	Lawyer responsible for providing legal guidance on STC compliance-related issues within the enterprise. Contracts, voluntary self-disclosures, investigations of STC violations.

	Finance 
	Payments and financing; destination and restricted party screening

	Procurement & Outsource 
	Screening of suppliers and vendors

	Operations (Logistics & Shipping) 
	Confirming declarations, license determination and destination screening as part of shipment control process

	Human Resources & Administration
	Employee/contractor vetting (deemed export control) and office security (includes physical security measures to limit foreign national access to controlled items)

	Technology Compliance Officer (TCO): 
	Employee responsible for classifying technology and software and assessing whether or not a proposed technology (or software) export/transfer requires a license. This person can also serve as the enterprise’s policy and licensing liaison with the national authorities on matters related to technology exports and transfers.

	Foreign Visitor/Travel and Foreign National Employee Coordinator: 
	Employee responsible for coordinating and managing foreign visits and foreign travel. Coordinator would also be responsible for internal oversight of foreign national employees and visitors. Additionally, this individual would be responsible for screening employee laptops prior to travel abroad.

	Information Technology (IT) 
	IT/data security (includes development of technology control and access control plans and data security); recordkeeping 



2.8
Back-up / Secondary Personnel

[Insert the name of your enterprise] has designated knowledgeable back-up personnel that can maintain the compliance structure in the temporary absence of key personnel. In the event that someone with primary STC compliance responsibility is absent, please consult the table below to determine the individual’s back-up.

	STC Compliance Positions – Primary and Secondary Responsibilities


	PRIMARY
	SECONDARY
	RESPONSIBILITIES

	Chief Compliance Officer  

[Name and contact info]
	[insert the position, name, and contact information of the designated back-up]
	[Insert summary of main job responsibilities here]

	Trade Compliance Officer/Manager

[Name and contact info]
	[insert the position, name, and contact information of the designated back-up]
	[Insert summary of main job responsibilities here]

	Lead Engineer

[Name and contact info]
	[insert the position, name, and contact information of the designated back-up]
	[Insert summary of main job responsibilities here]

	Logistics and Shipping Manager

[Name and contact info]
	[insert the position, name, and contact information of the designated back-up]
	[Insert summary of main job responsibilities here]

	IT Manager

[Name and contact info]
	[insert the position, name, and contact information of the designated back-up]
	[Insert summary of main job responsibilities here]

	[Insert Job title]

[Name and contact info]
	[insert the position, name, and contact information of the designated back-up]
	[Insert summary of main job responsibilities here]

	[Insert Job title]

[Name and contact info]
	[insert the position, name, and contact information of the designated back-up]
	[Insert summary of main job responsibilities here]


[Note: The “Organizational Structure” link within the “ICP Implementation Aids” section contains a contact list template that can be customized by your enterprise and includes a field for back-up personnel contact information.]
2.9
Compliance Incentives and Penalties

[Insert your enterprise name here] has also developed incentives for employees that meet and surpass their trade compliance responsibilities. In such instances, [Insert your enterprise name here] employees may be rewarded with enterprise-wide recognition or a raise in pay and employee compliance records will factor into performance appraisals and promotion decisions. [Add information and other specifics here]
[Insert your enterprise name here] is committed to STC compliance. As such, all employees should be aware of the consequences for failing to meet your STC compliance responsibilities. Depending on the specific circumstances, inadvertent acts of non-compliance may be punished with a negative mark in your personnel file or a demotion. For more severe cases and instances of employee negligence or failure to adhere to ICP policies and procedures, employees may be terminated and subject to fines and penalties administered by the national authorities [insert range of penalties (fines and terms of imprisonment for acts of STC non-compliance).] [Add information and other specifics here]
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